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1. Recommendations 

1.1 It is recommended that the Committee reviews, scrutinises and notes the progress 

detailed in this quarterly update. 
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Report 

Quarterly Status Update – Digital Services 

2. Executive Summary 

2.1 The purpose of this report is to provide a quarterly progress update on the Council’s 

Digital Services programme of works.  The Council and our technology partner, CGI 

UK Limited, have continued to work in partnership on the plan to improve stability of 

our IT estate. 

3. Background 

Council Digital and Smart City Strategy 

3.1 In October 2020, the Policy and Sustainability Committee approved the Council’s 

new Digital and Smart City Strategy 2020-2023 which sets out our ambition to 

become a digital council. An updated strategy covering 2024-27 is at final review 

stage and will go to Policy and Sustainability Committee in the coming months. 

3.2 Our strategic technology partnership with CGI was extended to the end of March 

2029 with formal approval to the extension at the Finance and Resources 

Committee on 27 August 2020. Both the original and extended contracts with CGI 

have provided savings to the Council which are detailed in Section 6 of this report. 

4. Main report 

Stability Plan from CGI 

4.1 In September 2022, issues relating to performance across the Council’s Learning 

and Teaching network were raised. 

4.2 Following escalation by the Council to CGI’s UK and Australia President on the 23rd  

September 2022, a stability plan was put in place which resulted in CEC being 

placed into ‘priority care’ to improve and ensure that stability of service was 

maintained.   

4.3  Appendices 1 and 2 provide comparison of incident volumes since 2017. 

Appendix 2 shows the higher incident numbers, especially of P1 incidents, which 

occurred from late 2022. The graphs also show a stabilisation of incident numbers 

in recent months as we worked with CGI on the stability plan. The introduction of 
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more proactive monitoring has also led to swifter identification and resolution of 

incidents.  

4.4 Appendix 3 provides more background data on Service Performance over the last 

few months, highlighting a stable and slightly downward trend in major incident 

numbers. 

4.5 A number of major incidents have been related to planned server patching. CGI are 

working to improve this process with improved testing and change management. 

However, it should be noted that the complexity of patching can result in some 

unexpected consequences especially where systems are customised or have 

integrations which, despite testing, may result in incidents occurring. 

 

4.6 As part of the stability plan CGI: 

• Have provided the Council with enhanced monitoring of all systems and 

networks and placed us in ‘hyper care’ with additional resources allocated 

to the account to ensure stability on a daily basis. This state is ongoing. 

• Have delivered the Empowered Learning Programme in time and on 

budget. 

• Have resolved issues with Public Wi-Fi access to our network. 

• Are undertaking substantial upgrades and improvements to our networks 

to modernise and improve security and stability with a major firewall 

upgrade nearing completion. 

• Are working with the Council on a Change Improvement Plan. 

 

4.7 The Council continue to meet with CGI weekly to review progress on the stability 

plan and Digital Services will continue to review the performance of all aspects of 

CGI delivery, escalating issues as appropriate and to ensure that stability across the 

network is maintained.   

Protecting Our Organisation - Cyber Security Management 

4.8  The Council and CGI teams are collaboratively managing Security Risks 

continuously across the estate. The Security Risk Management Plan (RMP) has 

continued its quarterly reviews and risk owners have been asked to provide regular 

updates to improve on the risk appetite by both partners in this framework, the 

Council and CGI.   Enhanced reporting has been developed between key 

stakeholders within CGI and the Council. 

4.9    The Security Dashboard (Appendix 4) provides an overview of current activity in 

Cyber Security.  

4.10    Monthly e-Learning for Cyber Security continues to be rolled out across the Council. 

The Cyber Team is working with the Corporate Leadership Team to drive up the 

completion rates for the training. 

4.11 We are now working with CGI on the final preparations for PSN 2024, having 

successfully achieved the accreditation annually since 2019. 
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4.12 The current threat level to the Council remains very high, amplified by the conflicts 

taking place across the world. Communications have been sent to all Council staff 

asking them to remain vigilant and to report any suspicious events.   The Council 

and CGI are constantly monitoring threat intelligence feeds through various 

channels and applying controls where appropriate. 

Governance, Audit and Contract Management 

4.13  All 2023/24 Audits have commenced. Audit actions are in good health with both 

Digital Services and CGI working collaboratively with Internal Audit.  There are no 

outstanding overdue actions.  Since the last report, 4 audit actions have been 

closed, with 13 currently open and within due date. The Audit Dashboard 

(Appendix 5) provides more information around this. 

4.14  Requests for all new technology, whether procured through CGI or directly with the 

vendor, progress through a governance process incorporating Data Protection 

Impact Assessments with colleagues in Information Governance, Security 

Assurance with a combination of Council, CGI and third part Cyber colleagues, 

procurement colleagues as appropriate and the Joint Design Authority. 

  Strategic Programme of Work and Change Programmes  

4.15 The Digital Services Strategic Programme of Work presents a portfolio of projects to 

support the execution of the Digital and Smart City Strategy over the next 12 

months. Details of this and the top 20 priority projects are detailed in Appendix 7.  

4.16 A major milestone was reached in October with the successful upgrade of the 

Oracle eBusiness suite encompassing three key functional areas: Procurement, 

Finance and Debt Management. A new Apex Debt Management system was rolled 

out over the summer and work on Phase 2 of this project has now commenced. 

4.17 In October we successfully completed the final roll outs of the new Total Mobile 

homecare scheduling system into the North-East and South-East Localities and the 

Out-of-Hours Service. Work is now underway to decommission the legacy rostering 

system and complete the project closure. 

4.18  We have two new major programmes of work. The implementation of the new 

HR/Payroll solution is well underway being led by HR and, following the approval of 

the outline business case for a new Social Care system, work is ongoing on detailed 

due diligence as part of the final stages of the procurement process. 

 Smart Cities – Smart Waste and Smart Housing  

4.19 Work has now completed Phase 1 of the Smart City programme with the installation 

of 11,000 bin sensors and 1500 humidity/temperature sensors in 500 homes. The 

Si360 data platform is now in operation collecting data from these sensors. 

4.20 The programme is now complete, and the Close Report can be provided on 

request.   
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 CGI Community Benefits 

4.21 CGI are committed to demonstrating tangible community benefits for the Council 

and its citizens. CGI have recently launched CGI Get Together for the CEC account 

and will be looking to undertake benefits themed on careers, community, climate 

and volunteering with more details in future updates. CGI will continue to work with 

the One City Trust as part of this initiative. 

4.22  Locally, CGI have also been working with Dynamic Earth, launching a Sustainability 

Innovation Lab to help position Dynamic Earth as a leading sustainability hub in 

Scotland. Nationally, the CGI Responsible Business Committee have linked up with 

the Trussell Trust to provide volunteering opportunities for members. 

5. Next Steps 

5.1 The Council continues to further strengthen and improve our management, 

governance, security, and delivery arrangements for the digital programme in 

partnership with CGI.  

5.2 We are working with Internal Audit colleagues to undertake a benchmarking 

exercise on the service and performance of CGI by an independent third party. The 

contract allows for benchmarking of our base service, and other services provided 

by mutual agreement, with CGI by an independent bench marker. This work is in 

the procurement phase, and we anticipate that this will be completed by summer 

2024. 

6. Financial impact 

6.1 Over the first phase of the contract with CGI, the Council saved £45 million against 

the 2015/16 baseline ICT spend. The Committee should note that this saving has 

already been fully taken as part of financial planning.   

6.2 During 2018 the Finances and Resources Committee approved a negotiated 

‘variation’ to the baseline contract which included a reset of all digital transformation 

programmes and the Council receiving just over £11m of rebate.  

6.3 This rebate has been used to fund our upgrades and enhancements to HR, 

Finance, Debt Management and Banking and Payments systems.  

6.4 On the 27 August 2020, the Finance and Resources Committee approved a 6-year 

extension to in end March 2029 following negotiations between CGI and the 

Council, realising a further saving of £14.1m.    

6.5 This additional saving contributes annually to the overall Corporate savings over the 

period 2020-29. 
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7. Equality and Poverty Impact 

7.1 There are no direct equality and poverty impacts as a result of this report. 

8. Climate and Nature Emergency Implications 

8.1 There are no direct climate and nature emergency implications as a result of this 

report. 

9. Risk, policy, compliance, governance and community impact 

9.1 The Council’s Corporate Leadership Team (CLT) risk register formally identifies 

digital capabilities, cyber security and information governance as a risk and ensures 

that sufficient mitigations and active management of risks continues to be 

undertaken. 

9.2 The Council’s Strategic Change Board actively monitors and tracks progress on all 

Council wide programmes including the ICT programme. 

10. Background reading/external references 

10.1 Digital & Smart City Strategy 2020-23. 

11. Appendices 

11.1 Appendix 1 – 2017-2023 Incident Numbers Comparison 

11.2 Appendix 2 – 2022-23 Incident Comparison 

11.3 Appendix 3 – Service Performance  

11.4 Appendix 4 – Security Dashboard 

11.5 Appendix 5 – Audit Dashboard 

11.6 Appendix 6 – Glossary of Terms 

11.7 Appendix 7 – Strategic Programme of Works 

 

  

https://democracy.edinburgh.gov.uk/documents/s26745/7.10%20-%20Digital%20and%20Smart%20City%20Strategy.pdf
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Appendix 1 – 2019-2023 Incident Numbers Comparison 
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Appendix 2 – 2022-23 Incident Comparison 
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Appendix 3 – Service Performance 
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Telephony (Service Desk) Grade of Service 

 

 

WAN Circuit Usage 
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Appendix 4 – Security Dashboard 
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Appendix 5 – Audit Dashboard 
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Appendix 6 – Glossary of Terms 

 

 

Term Description 

Anti-Virus Software A program designed to detect and remove viruses 
and other kinds of malicious software from your 
device. 

AV Audio-visual - encompasses all technical 
components for audio and visual such as the 
equipment used in meeting rooms for hybrid 
meetings. 

DPA Data Protection Assessment - a process designed 
to identify risks and impacts arising out of the 
processing of personal data and to 
minimise/mitigate these as far and as early as 
possible. 

ERP Enterprise Resource Planning 

Joint Design Authority CEC & CGI Joint Board for Enterprise Architecture 

Network Access Control Policies enforced to restrict unauthorised users and 
devices from gaining access to a network. 

RAM Random Access Memory – memory which allows 
computers to store open and manage applications 
and data. 

SAS Security Assurance Statement – linked to DPA – a 
process to identify security risks and impacts. 

STEM Science, Technology, Engineering and 
Mathematics. 

TOR Terms of Reference 

WAP Wireless Access Point - device that allows wireless 
capable devices to connect to a wired network 
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                        Appendix 7 – Strategic Programme of Work  
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